Datasheet

ThreatVisSiON 1 TEAMTS

EFHLREREE : (EHHER—REL

;E ~;|§J g IE E’g ERAREMSE L  BAABASER=ANE | BRRSRHLEE « IERTAEZ BHLUBE &
. j( ﬂkﬁt BELIBEFHEUE - SLMEEET A SEFAEIEFARARNER  WEAIEREETLEHE
= EE
ThreatVision REHECERFEMISEBHNRABE - BREITERAERES  HIEATEEESER
B BRUBHRY  BANENRRABIERRE

A/ FEBEEFRANMERRZEA

./ R A E B R AR IRR VIR £ TeamT5 ERATATERKRR - BAHBEARIER AHEE
(Vulnerability Insights Report » X VIR) IR AT ERIRIAS S ARRSBNS Y BEE  HEE
PSR A MRS BR AN © 325 PVAEE CVE 4R ~ CVSS
HYEBATHRED > ENEMENF AR B R ; FRSRGHER
FESSUSRI TR - AR AIEMERE  hAHE - VIREME

BH—R > RER 24 IS o

./ mREHEIRER 519 PMR 2 TeamT5 S#7 BB REA 100 ERIBRNEE -
(Patch Management Report » X1 PMR) REESTRRRS  HSRERRE (PoC) « CVSS RSN BE
REN > WREEHRBRERSR  HEEAERRHEHEHIR
B WRIEERERNIERT - BXRTRALEE - PMR SBEH
—3R > REHRM 52 HIE o

Q8% IP, Domain, Hash, BiRF

APT  Cyber Affairs  Vulnerability

K SSRuEEE - 1) € ER 2 Hi DREE A BERAM

N Commvault Command
Commvault Command Center ® Center contains a path ‘ ‘ YES > YES adiadg 2025-05-03
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N Apache HTTP Server
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Qualitia Active! Mail .
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CrrprEere A stack-based buffer
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Adversaries

Amoeba

origin

Alias Winnti, APT41, Barlum...

Target Country
Taiwan, Japan, South Korea,

Target Industry
Media, Education, Energy...
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™ CamoFei
Allas ChamelGang
Target Country.
Afghanistan, Brazil, China...
Target Industry
Government, Government,
Telecommunication..

Target Country
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== Andariel

‘

APT40

Target Industry

Alias | silent Chollima,
Darkseoul

Target Country

Japan, South Korea, India..

Target Industry

Critical Infrastructure,

Einancial Institution, Pharmaceutical

== CloudDragon

Alias | Thalllum, APT43, Kimsuky...

Target Industry
Military, Government,
Financial Institution.
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TEMPJumper ...
Target Country

Australla, Belglum, Cambodia...

Target Industry

Education, Military, Government...

K DarkHotel
Allas  Fallout Team
Target Country
Canada, China, India...
Target Industry
Media, Education, Military,
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Alias | —

Target Country

Pakistan,

, China, Bangladesh.

Target Industry
Energy, Government, Defense
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DirtyFuxi

Alias  Earth Berberoka,

GamblingPuppet, DiceyF

Target Country
China, Hong Kong, Philippis

Target Industry
Gambling, Cryptocurrency,
lal Institution,..
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